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1. The U.S. Department of Health and Human Services hosts a comprehensive website regarding the HIPAA
Privacy Rule that includes many useful guidance documents, tools, and training materials regarding HIPAA
privacy and security regulations.

o HHS materials focused on HIPAA and public health can be found here.

e The CDC and HHS have an excellent joint resource on HIPAA and Public Health: HIPAA Privacy
Rule and Public Health, Guidance from CDC and the U.S. Department of Health and Human Services.

¢ HHS has many FAQs regarding Public Health Uses and Disclosures.

e For more information on the disclosure of health information to family and friends, see “A Health Care
Provider's Guide to the HIPAA Privacy Rule: Communicating with a Patient's Family, Friends, or
Others Involved in the Patient’s Care”.

2. CMS has an excellent fact sheet on HIPAA Basics for Providers: Privacy, Security, & Breach Notification
Rules. It provides an easy to digest overview of HIPAA, includes links where you can learn more information
on key topics, and the last page has a link to model Notices of Privacy Practices.

3. The Office of the National Coordinator for Health Information Technology (ONC) provides many resources
and tools regarding health information privacy and security that are listed at Health IT Privacy and Security
Resources for Providers | HealthlT.gov. These include Security Risk Analysis Guidance and Security Risk
Assessment Tool, sample business associate provisions, training modules on privacy and security,
templates, and resources for protecting and securing health information on mobile devices.

4. The National Institute of Standards and Technology’s (NIST) Computer Security Resource Center (CSRC)
facilitates broad sharing of information security tools and practices, provides a resource for information
security standards and guidelines, and identifies key security web resources to support users in industry,
government, and academia. Visit CSRC at http://csrc.nist.gov/.



https://www.hhs.gov/hipaa/for-professionals/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/public-health/index.html
https://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
https://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
http://www.hhs.gov/ocr/privacy/hipaa/faq/public_health_uses_and_disclosures/
https://www.hhs.gov/sites/default/files/provider_ffg.pdf
https://www.hhs.gov/sites/default/files/provider_ffg.pdf
https://www.hhs.gov/sites/default/files/provider_ffg.pdf
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf
https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurity.pdf
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
https://www.healthit.gov/topic/privacy-security-and-hipaa/health-it-privacy-and-security-resources-providers
http://csrc.nist.gov/

5. The Assistant Secretary for Preparedness and Response has a helpful guide on HIPAA and Disasters: What
Emergency Professionals Need to Know. It includes information on how PHI may be used and shared during
emergencies, as well as links to other helpful resources.

6. HHS has guidance on data de-identification in accordance with HIPAA.

7. George Washington University’s Hirsh Health Law and Policy Program provides an online guide to federal
and state laws governing access, use, release, and publication of health information. You can find materials
focused on HIPAA here.

e Here you can find a review of Missouri laws related to health information generally.

e This section contains an overview of Missouri privacy and confidentiality laws.

e Here is information on HIPAA and sharing information with immunization registries. This information
is not specific to Missouri.

8. Guidance on the release of information concerning deaths, epidemics or emerging diseases was developed
by the Association of State and Territorial Health Officials (ASTHO), the National Association of County and
City Health Officials (NACCHO) and the Association of Health Care Journalists (AHCJ) to address the
balance between informing the public and protecting privacy. This guidance is old (2011) but still contains
important and relevant considerations about the release of health information.

9. The Network for Public Health Law has several resources dedicated to HIPAA hybrid entities and how to
conduct a HIPAA hybrid entity assessment.

This document was developed by Meghan Mead, JD, Acting Deputy Director, Network for Public Health Law —
Mid-States Region. The Network for Public Health Law provides information and technical assistance on issues
related to public health. The legal information and assistance provided in this document does not constitute legal
advice or legal representation. For legal advice, please consult specific legal counsel.
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https://files.asprtracie.hhs.gov/documents/aspr-tracie-hipaa-emergency-fact-sheet.pdf
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
http://www.healthinfolaw.org/federal-law/HIPAA
http://www.healthinfolaw.org/state/26
http://www.healthinfolaw.org/state-topics/26,63/f_states
http://www.healthinfolaw.org/article/myth-buster-health-care-providers-must-obtain-parent-consent-under-hipaa-share-child-vaccina
https://www.cdph.ca.gov/Programs/CCLHO/CDPH%20Document%20Library/ReleaseOfPatientInformationASTHOrev_ADA.pdf
https://www.networkforphl.org/resources/topics/health-information-and-data-sharing/hipaa-hybrid-entity-status/
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