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2. Select “All Panelists”

3. Type your question

4. Click “Send”
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So much data ….



» Childhood lead 
screening

» Newborn screening for 
metabolic diseases

» Early hearing detection 
& intervention

» Vision & hearing 
screening of school 
children

Health Plans
» Medicaid
» State Children’s Health 

Plan
» County Health Plans

Screening WIC

» Restaurant inspection 
reports

» Septic, wells, other 
permits

» Clean indoor air act
» Burning ordinances
» Asbestos contractors
» Lead abatement 

contractors
» Health facilities

Regulatory



Registries
» Cancer
» Birth defects
» Traumatic 

injuries
» Immunizations

Disease 
Surveillance
» Infectious 

disease reports
» Syndromic

surveillance
» Hospital 

acquired 
infections

Emergency 
Preparedness

» Health alert networks
» Volunteer registries
» Vulnerable people 

registries

» Birth 
records

» Death 
records

» Marriage 
records

Vital 
Records

» Child & maternal 
health

» Immunization
» Dental clinics
» School-based clinics
» FQHCs or CHCs

Clinical Services



»Amount of data
»Sources of data
»Data sharing partners
»Ways to transfer and exchange
»Linkages with other information
»Creation integrated databases
»Retention, reuse, and further sharing of the 

information
»Creation of public datasets

And growing ….



So many laws ….



Data Protection and Disclosure Laws
+ frequent condition for receiving funds

Federal
• HIPAA
• FERPA
• WIC
• Title X family 

planning
• Cancer registries
• Substance abuse 

treatment
• Federally 

supported research
• Social Security Act

State
• Health information
• Disease 

surveillance
• Registries
• Vital records
• Screening
• Drug monitoring
• Medicaid
• Clinical services
• Social security #
• Open records



Law governs every aspect of data 

Law friend or foe?
- How does law help us to do our job?
- How is law a barrier?

UseCollection

Sharing Protection



»State law applies – variation among states
»General vs. specific authority to exchange data
»Scope of sharing: prerequisites, conditions & 

limits
»Within a state – applicability of multiple laws, 

need to harmonize 
»Variety and changing systems, manner of 

exchange, technological capability
-- Growing complexity, multiple points of data transfer, HIE laws

General barriers to exchange



Navigating the law
Creative Solutions:
 Create exceptions in agreement to accommodate 

certain parties
 Meet legal requirements of most restrictive party’s 

law
 Change in law or regulation to accommodate 

sharing
 Have party with greatest authority act as a data 

clearinghouse



The Patchwork US Privacy Framework
Cason D. Schmit
Assistant Professor
Dept. Health Policy & Management
Privacy Officer
School of Public Health, Texas A&M University



Presentation Overview

• Outline
▫ Ethical context for using existing data for public health purposes
 2017 WHO Guidelines on Ethical Issues in Public Health Surveillance

▫ Overview of federal privacy laws
▫ Implications for leveraging existing data for public health purposes
▫ International model (GDPR)

• Objectives:
▫ Compare federal data protection laws across sectors.
▫ Analyze how different federal data protection laws facilitate or 

impede the use of cross-sector data for public health purposes.
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Resources to Navigate Federal Data Protection 
Laws

• 22 Snapshots of different 
federal laws protecting data

• Annotated list of resources and 
guidance

• Coming Soon: Interactive 
online database of legal data 
sharing resources
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https://www.networkforphl.org/topics__resources/topics__resources/healt
h_information_and_data_sharing/federal_privacy_laws/?blm_aid=21653

https://www.networkforphl.org/topics__resources/topics__resources/health_information_and_data_sharing/federal_privacy_laws/?blm_aid=21653


Abbreviations 
• 42 C.F.R. Part 2 - Substance Abuse 

and Mental Health Services 
Administration Confidentiality 
Provisions

• CIPSEA - Confidential Information 
Protection and Statistical Efficiency 
Act of 2002 

• FERPA - Family Educational Rights 
and Privacy Act

• HIPAA - Health Insurance Portability 
and Accountability Act 

• HHS - Department of Health and 
Human Services 

• IDEA - Individuals with Disabilities 
Education Act

• NSLP - National School Lunch Program 
• SBP - School Breakfast Program
• SMP - Special Milk Program for Children
• Title X - Population Research and 

Voluntary Family Planning Programs
• WIC - Women, Infants, and Children 

Supplemental Nutrition Program 
• SNAP - Supplemental Nutrition 

Assistance Program 
• VA - US Department of Veterans Affairs
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A Public Health Ethics Lens
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Ethical Data Use for Public Health
• Guideline 1. Countries have an obligation to 

develop appropriate, feasible, sustainable public 
health surveillance systems. Surveillance systems 
should have a clear purpose and a plan for data 
collection, analysis, use and dissemination based on 
relevant public health priorities.

21

Obligation to conduct public health surveillance



Ethical Data Use for Public Health
• Guideline 11. Under certain circumstances, the 

collection of names or identifiable data is 
justified.

• Guideline 12. Individuals have an obligation to 
contribute to surveillance when reliable, valid, complete 
data sets are required and relevant protection is in place. 
Under these circumstances, informed consent is 
not ethically required.
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Justification for collecting Identifiable data

Informed consent is not always ethically required



Ethical Data Use for Public Health
• Guideline 14. With appropriate safeguards and justification, 

those responsible for public health surveillance 
have an obligation to share data with other national 
and international public health agencies.

• Guideline 16. With appropriate justification and safeguards, 
public health agencies may use or share 
surveillance data for research purposes.
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Obligation to share data with public health

Use data for research purposes



Federal Data Protection Laws and Cross Sector 
Data Sharing

• Federal agencies collect and use data for a variety of programs 
and initiatives across sectors. 

• This data has significant potential to inform public health 
activities. 
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Legal  Variation

• Unfortunately, there are different federal data protection 
frameworks depending on 
▫ Person or entity
▫ Nature of the data
▫ Why it was originally collected
▫ Intended use or purpose

25



(A few) Federal Data Protection Laws
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Federal Legal Framework Citations Sector Focus
42 C.F.R. Part 2 42 U.S.C. § 290dd- 2, 42 C.F.R. Part 2 Health Care Mental/Behavioral Health 

Child and Adult Care Food Program 42 U.S.C. § 1758(b)(6); 7 C.F.R. §§ 226.2,  226.23 Social Service Nutrition Programs

CIPSEA 44 U.S.C. § 3501 Note Sec. 501, et al. Population data Statistical Data

Confidentiality of Certain VA Medical Records 38 U.S.C. 7332; 38 C.F.R. §§ 1.460-1.499 Veterans Health Care

VA Medical Quality Assurance Records 38 U.S.C. § 5705; 38 C.F.R. §§ 17.500-17.511 Veterans Quality Assurance

FERPA 20 U.S.C. § 1232g; 34 C.F.R. Part 99 Education Student Records

Head Start 42 U.S.C. § 9801, et seq.; 45 C.F.R. § 1303 Subpart C Education School Readiness

HHS Privacy Act Regulations 5 U.S.C. § 552a; 45 C.F.R. Part 5b Federal Health Plans Health Care

Higher Education Act 20 U.S.C. § 1092b; 34 C.F.R. Part 5b Education Student Loans

HIPAA 42 U.S.C. § 1320d et al., 45 C.F.R. Parts 160 and 164 Health Care Services and Payment

Homeless Management Information Systems 42 U.S.C. § 11360a; 24 C.F.R. §§ 578.7, 578.57, 578.103 Social Service Homelessness

IDEA, Part B 20 U.S.C. § 1400; 34 C.F.R. Part 300 Education Disability Programs

IDEA, Part C 20 U.S.C. § 1400; 34 C.F.R. Part 303 Education Early Intervention Services

Medicaid Information Safeguards 42 U.S.C. § 1396a(a)(7); 42 C.F.R. Part 431, Subpart F Federal Health Plans Participant Information

NSLP and SBP 42 U.S.C. § 1758(b)(6); 7 C.F.R. §§ 245.2, 245.6 Social Service Nutrition Programs

Protection of Pupil Rights Amendment 20 U.S.C. § 1232h; 34 C.F.R. Part 98. Education Data Collection

SNAP 7 U.S.C. Ch. 51; 7 C.F.R. § 272.1 Social Service Nutrition Programs

Special Milk Program 42 U.S.C. § 1758(b)(6); 7 C.F.R. §§ 215.2, 215.13a, 245.6 Social Service Nutrition Programs

Summer Food Service Program 42 U.S.C. § 1758(b)(6); 7 C.F.R. §§ 225.2, 225.15 Social Service Nutrition Programs

Title X 42 U.S.C. Ch. 6A, Subch. VIII; 42 C.F.R Part 59, Subpart A Social Service Family Planning

VA Claims Confidentiality Statute 38 U.S.C. § 5701; 38 C.F.R. §§ 1.500-1.527 Veterans Claims

WIC Confidentiality Provisions 7 U.S.C. § 2018; 7 C.F.R. § 246.26 Social Service Nutrition Programs



How is identifiable information defined?
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Federal Legal Framework
Not 

Define
d

Unspecified information 
about individuals

Direct 
Identifier

s

Indirect 
Identifier

s

Deduction/ 
Inference

De-identification
Standards

42 C.F.R. Part 2 X X Yes

Child and Adult Care Food Program X Aggregate or summary data

CIPSEA X X X No

Confidentiality of Certain VA Medical Records X X No 1, 3 

VA Medical Quality Assurance Records X1 X1 No

FERPA X X X Yes

Head Start X X No

HHS Privacy Act Regulations X No

Higher Education Act X No

HIPAA X X Yes

HMIS X X X No 3

IDEA, Part B X X No

IDEA, Part C X X X No 3 

Medicaid Information Safeguards X2 No

NSLP and SBP X Aggregate or summary data

Protection of Pupil Rights Amendment X X No

SNAP X No

Special Milk Program X Aggregate or summary data

Summer Food Service Program X Aggregate or summary data

Title X X Aggregate or summary data

VA Claims Confidentiality Statute X1 No 1, 3 

WIC Confidentiality Provisions X No

1 VA guidance applies the HIPAA 
identifiability standards  

2 States have flexibility to 
determine what information is 
protected.      

3 Federal de-identification guidance 
exists.  



Identifiability Defined by Deduction or Inference
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• FERPA
▫ “information that, alone or in combination, is linked or linkable to a 

specific student that would allow a reasonable person in the school 
community, who does not have personal knowledge of the relevant 
circumstances, to identify the student with reasonable certainty.”

• 42 CFR Part 2
▫ “information by which the identity of a patient… can be determined with 

reasonable accuracy either directly or by reference to other information.”
• HIPAA
▫ “a reasonable basis to believe the information can be used to identify 

the individual.”
• CIPSEA
▫ “permits the identity of an individual to whom the information applies to be 

reasonably inferred by either direct or indirect means.”



The Problem with Inference or 
“Reasonable Person” Identifiability

• Actually very difficult to apply 

• Safe harbor de-identification 
standards (e.g., HIPAA) are 
low risk and easy to use 
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Data Use 
Exceptions for 
Public Health 
and Research
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Data Use Exceptions
Federal Legal Framework Public Health Research
42 C.F.R. Part 2 No Yes

Child and Adult Care Food Program No No

CIPSEA No Yes

Confidentiality of certain (VA) medical records Yes Yes

VA Medical Quality Assurance Records Yes Yes

FERPA No Yes 1 

Head Start No Yes

HHS Privacy Act Regulations No Yes 2

Higher Education Act No Yes 3

HIPAA Yes Yes

Homeless Management Information Systems No Yes

IDEA, Part B No Yes 1 

IDEA, Part C No Yes 1 

Medicaid Information Safeguards No No

NSLP and SBP No No

Protection of Pupil Rights Amendment No No

SNAP No No

Special Milk Program No No

Summer Food Service Program No No

Title X No No

VA Claims Confidentiality Statute Yes Yes

WIC Confidentiality Provisions No No

1 Limited to educational studies

2 Several HHS components list research as a permitted 
purpose 

3 Restricts non-governmental research



But that’s not all…

• Tremendous variation 
and complexity in state 
laws dealing just with 
health information 

31



Persistent Data Sharing Barriers

• Unfortunately, effectively leveraging this cross-sectoral data for 
public health purposes has remained elusive in part because the 
United States lacks a unified framework for sensitive data 
protection (i.e., privacy, confidentiality, and security). 

• Legal data sharing barriers can be both real and perceived
▫ Real legal barriers  a law restricts a use or disclosure
▫ Perceived legal barriers  belief that a law prohibits a use or disclosure

▫ BOTH are actual barriers!
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Implications of Legal Uncertainty 

• Precautionary data stripping 
▫ I.e., removal of useful data elements

• At best, legal uncertainty increases 
transaction costs for data sharing

• At worst, legal uncertainty impedes legal data 
uses
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The European Union’s General Data Protection Regulation (GDPR)

34



GDPR(EU)
• “[A]pplies to the processing of 

personal data … which form part of a 
filing system or are intended to form part 
of a filing system. ”

• “‘personal data’ means any information 
relating to an identified or identifiable 
natural person ….; an identifiable 
natural person is one who can be 
identified, directly or indirectly, in 
particular by reference to an 
identifier…”
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Applies broadly 
to all data



GDPR and Public Health
• Recital #54
▫ “The processing of special categories of personal data may be 

necessary for reasons of public interest in the areas of public 
health without consent of the data subject”

• Article 9
▫ “1.Processing of personal data revealing racial or ethnic origin, 

political opinions, religious or philosophical beliefs, or trade union 
membership, and the processing of genetic data, biometric data …, 
[health data or sexual activity data] shall be prohibited. 

▫ 2.Paragraph 1 shall not apply if one of the following applies: …
▫ (i) processing is necessary for reasons of public interest in 

the area of public health”
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GDPR Article 5: Principles relating to processing 
of personal data
• “Personal data shall be: …(b) collected for 

specified, explicit and legitimate purposes and 
not further processed in a manner that is 
incompatible with those purposes; 

• further processing for archiving purposes in 
the public interest, scientific or historical 
research purposes or statistical 
purposes shall, in accordance with Article 
89(1), not be considered to be 
incompatible with the initial purposes” 
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Conclusions
• Inconsistent federal statutes and regulations place different 

restrictions on how sensitive administrative data can be used. 
• Understanding these federal laws is critical to understand how to 

leverage cross-sectoral data for public health purposes.
• The EU GDPR provides a workable model for a unified approach 

to data protection while permitting data to be used to promote 
population health.

• What are the ethical implications of the US data protection 
framework?  
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Criminal Justice- Behavioral Health 
System Review

Data Collaboration with Public Health, Fire, EMS,  Hospitals and Law Enforcement



Partnership for a Healthy 
Community: Tri-County 

Community Health 
Improvement Plan

• Four Core Priorities:
• Behavioral Health
• Healthy Eating Active Living
• Cancer
• Reproductive Health





Organizational 
Structure

Partnership for a 
Healthy 

Community

Behavioral 
Health 

Committee

Education Healthcare
Criminal Justice-

BH System 
Review

High Utilizer 
Matrix Team

Narcan Advisory 
Committee



Why 
Participate?

Fire

Emergency Department

Judge (Problem-Solving Courts)

Probation

Jail

Police

Health Department

Homeless Services



Common 
Story

• M. Hendrickson found trespassing, 911 
called

• Behavior warrants transport to area 
hospital

• Release from hospital to county jail for 
arrest

• Initial hearing
• Release with notice to appear
• M. Hendrickson found trespassing
• Arrested for failure to appear and trespassing
• Initial hearing/courts
• Released
• M. Hendrickson demonstrating erratic behavior

• 911 contacted

• ERS respond and take to ED

• Released
• M. Hendrickson agitated at OSF- ED



CJ-BH System Review



Timeline 



Information 
Sharing

315 HIGH UTILIZERS
• Peoria County Jail – 250

• Human Service Center – 29

• AMT – 22

• Peoria Fire EMS – 11

 Purpose 1: Develop Community Care Plan to manage 
treatment options and prevent further use of emergency 
resources.

 Purpose 2: Identify financial impact of the broken system on the 
community as a whole

First and Last Name
DOB
Agency Identifier
Number of 
Contacts
Charges (jail)
Zipcode



Data Sharing 
Matrix Visual

Client
Peoria 
County 

Jail
EMS (Fire) EMS 

(AMT) HSC Total

A 8 6 14

B 25 39 64

C 6 23 10 39

D 16 34 6 56

E 13 25 38



Data Sharing 
Matrix Cost

Peoria 
County 

Jail

EMS 
(Fire)

EMS 
(AMT) HSC OSF ED UP ED

$134,000 $10,885 $169,708 $152,500 $2.1 M $575,207

Total Cost in 2017:  $3,008,434



Next Steps:
Community 
Investment

• Expand capacities to engage at initial 
points of response, including on the street, 
availability at hospitals, and “sitters”

Case 
Management

• Individual to coordinate with healthcare 
and social services agencies to provide 
follow-up, linkage to resources, and 
support for certain cases.

Information 
Sharing

Technology

• Develop technology to increase quantity, 
quality, and frequency of data sharing 
between community agencies to support 
informed interventions.

Primary 
Response



Contact 
Information

Kathleen Kelly, MPA

Email: Kathleen.kelly613@gmail.com

Phone: 309-397-0496

Lifting Up, LLC

mailto:Kathleen.kelly613@gmail.com


How to Use WebEx Q & A
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1. Open the Q&A panel

2. Select “All Panelists”

3. Type your question

4. Click “Send”



Thank you for attending
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For a recording of this webinar and information about future 
webinars, please visit networkforphl.org/webinars

Intimate Partner Violence in the LGBTQ Community – Examining the Legal, 
the Practical and the Real World Challenges Facing Survivors
March 28, 1:00 – 2:30 p.m. EST

You may qualify for CLE credit. All webinar attendees will receive an email from 
ASLME, an approved provider of continuing legal education credits, with 
information on applying for CLE credit for this webinar.

http://www.networkforphl.org/webinars
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